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Operations

Security operations that work for you
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Azure
Security
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Technology Partnerships

Enterprise-class technology Partnerships for a heterogeneous world



A secure foundation
at global scale

Each physical datacenter 0
protected with world-class, o
multi-layered protection

Global cloud infrastructure
with custom hardware and
network protection
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Over 100 W edge operational security
datacenters * Restricted access
across the * 24x7 monitoring
planet * Global security experts




Azure infrastructure security
Secure foundation

Protect customer data

Data, network segregation. DDoS
protection at the edge

Secure hardware

Custom-built hardware with
integrated security and attestation

Continuous testing

Red team exercises by Microsoft
teams, vulnerability scanning &
continuous monitoring
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Built on a zero-trust architecture
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Tools

Identity
& access

Role based
access

Multi-Factor
Authentication

Central Identity
Management

|dentity
Protection

Privileged
|dentity
Management

Security
management

Security
Posture
Management

Policy and
Governance

Regulatory
Compliance

Unified Security
Management

Defense in Depth

Threat
protection

SIEM

Extended
Detection and
Response (XDR)

VM & Cloud
Native Asset
Protection

Antimalware

loT Security

Apps
security

Dependency
Management

Code Security

Key
Management

Certificate
Management

Microsoft + Partners

Data
security

Encryption

Confidential
Computing

Auditing

Data Masking
& Erasure

Information
Protection

Network
security

DDoS
Protection

Firewall

Web App
Firewall

Private
Connections

NetSec Policy
Management



Working together as one comprehensive solution

Microsoft Microsoft
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e Microsoft
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Microsoft = Microsoft
Entra Intune

Microsoft Security Experts




Our Unique Vantage Point

Monitoring

140+

Threat groups

40+

Nation state-groups

Serving billions of global customers,
learning and predicting what's next

Earnings Press Release, FY22 Q4. July 26, 2022, Microsoft Investor Relations
"Microsoft Digital Defense Report”. October 2022, Microsoft Security
Earnings Press Release, FY22 Q2. December 16, 2021, Microsoft Investor Relations

$20B.

in the next 5 years

43T | 37/B

Blocking
email threats annually

Analyzing
Threat signals daily Investing to improve and share
knowledge, gain insights, and

combat cybercrime

&

Keeping you
secure, while
saving you time
and resources

60%

Up to savings, on
average, over
multi-vendor

security solutions

i i mers rely on
partners in security customers rely o

ecosystem

Microsoft for their
multicloud,
multiplatform
infrastructure security

Trusted globally, protecting organizations'
multi-Cloud and multi-platform infrastructures



“Securtty (s our top priority and
we are committed to working
with others across the industry

to protect our customers.”

Satya Nadella
Chief Executive Officer, Microsoft Corporation

Ensuring security to enable your digital
transformation through a comprehensive platform,
unique intelligence, and broad partnerships
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